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Ubiquitous, from IoT end points to datacenters.
In such open and broad ecosystem, the 
protection of data is a major concern

EMBEDDED CYBER-SECURITY
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THREATS

Overview of the overall security Plug&Play solution using TR68’s layer repartition
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CWE-1189 Improper Isolation of Shared Resources on System-on-a-Chip (SoC)
CWE-1191 On-Chip Debug and Test Interface With Improper Access Control
CWE-1231 Improper Prevention of Lock Bit Modification
CWE-1233 Security-Sensitive Hardware Controls with Missing Lock Bit Protection
CWE-1240 Use of a Cryptographic Primitive with a Risky Implementation
CWE-1244 Internal Asset Exposed to Unsafe Debug Access Level or State
CWE-1256 Improper Restriction of Software Interfaces to Hardware Features
CWE-1260 Improper Handling of Overlap Between Protected Memory Ranges
CWE-1272 Sensitive Information Uncleared Before Debug/Power State Transition
CWE-1274 Improper Access Control for Volatile Memory Containing Boot Code
CWE-1277 Firmware Not Updateable
CWE-1300 Improper Protection of Physical Side Channels

THREATS
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THREATS
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IT Security  Challenges

§ Growing market size with different 
functional & therefore security 
functional requirements 

§ Growing number of IT security 
devices/products

§ Growing number of threats and 
vulnerabilities 

§ Need to rationalize how security 
protections are specified and sized

§ Complex mix of HW & FW

Common Criteria     Solutions

§ Increasing number of Protection 
Profiles (PPs) fine tuned to growing 
market needs 

§ Most PPs of EAL4+ assurance level 
for enhanced threat coverage and 
protection

§ Evolving evaluation requirements 
through various revisions to capture

§ Fine tuning of evaluation methods 
and activities

§ Composition for allowing flexibility in 
product development

COMMON CRITERIA – A ROBUST SECURITY TOOL
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COMMON CRITERIA – PP RECOGNITION BY EAL

Increasing cumulation of Protection Profiles 

0 100 200

EAL4+
(Methodically 
designed, tested & 
reviewed with high 
degree of 
vulnerability and 
threat coverage)

Source: https://www.commoncriteriaportal.org/pps/stats/
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COMMON CRITERIA – CERTIFIED PRODUCTS

Increasing number of certified products  

EAL4+
(Most certified 
products under EAL)

0 100 200 300 400

Source: https://www.commoncriteriaportal.org/pps/stats/
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§ Structural differences between V3 and V4 (new, pub. 2022) of the CC

COMMON CRITERIA V4

Standardized framework for specifying objective, repeatable and 
reproducible evaluation methods and evaluation activities
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COMMON CRITERIA PART 4
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§ Evaluation differences between V3 and V4 (new, pub. 2022) of the CC

COMMON CRITERIA V4

Benefits:

All the tests are known
beforehand

No need for tailored test plan
during evaluation

Even if relevant attack 
scenarios that were not 
considered by the
risk owner in the PP are not 
tested

Benefits:

Investigative approach

Follows EALs strictly

New approach 
(reduce evaluator 

efforts)
Existing approach
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§ Common Criteria offer assurance through 
vetted practices:

• Documentary:
− ASE: SECURITY TARGET EVALUATION
− ADV: DEVELOPMENT
− AGD: GUIDANCE DOCUMENTS
− ALC: LIFE-CYCLE SUPPORT

• Experimental:
− ATE: TESTS
− AVA: VULNERABILITY ASSESSMENT

§ It is usually admitted that AVA is ruling the 
pratical security level:

• Quantitative notion of EAL
• Levels 1 to 7

COMMON CRITERIA: A QUANTITATIVE MEASUREMENT
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Security is quantitative

SECURITY LEVELS

Source: EUCC, a candidate cybersecurity certification scheme to 
serve as a successor to the existing SOG-IS, May 2021, V1.1.1.
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Security is quantitative

SECURITY LEVELS

Source: CEM, v3
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Security is quantitative

SECURITY LEVELS

Source: CEM:2022
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SECURITY SUB-SYSTEM (3S)
Applications:
• User authentication and password storage 
• Content protection
• Payment
• Subscriber Identity Module (SIM)
• Storage and management of digital identities
• Secure key storage
• Root of Trust (RoT)
• Storage of sensitive user data (e.g., 

healthcare records)

Configuration interface and 
External Memory Interface are 

optional

Multiple use-cases
Multiple markets
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Pre-certification:

§ 3S industry
• IPs: pieces of technology aiming at 

being reused

§ Consequence:
• Certification per product
• => Instead per project

LEFT-SHIFT

Source: EUCA 2022
Rachel Menda-Shabat, Winbond, Subgroup Chair
Jean-Philippe Galvan, Qualcomm, ITSC Co-Chair
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§ Illustration of the defense vs cost tradeoff

DEFENSE IN DEPTH & IN BREADTH

Countermeasure: Depth Breadth
Digital Sensor Number of instances (1~128)
Active Shield One or Two (orthogonal) meshes
Error Handler Decision rules or SVM
Side-Channel Analysis Protection using Masking Security Order
Error-Detection Schemes Number of detected errors
CFI: Cyber Escort Unit Inter- or intra-procedural coverage
... ...
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EXAMPLE #1: AN ATTACK ON THE OTP
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§ Example of T.KEY_REPLACE threat from PP0114 C2C V2X EAL4+ on OTP

ATTACK-PROTECTION TREE

AVA_VAN.4
Values 20-24

17

20

depth

breadth
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§ Active shield: yes or no? Analysis based on T.Phys-Probing threat

QUOTATION OF ATTACKS (PP 0117) 

AVA_VAN.5
Values =>25
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EXAMPLE #2: AN ATTACK ON THE CPU

RISC-V

Instr.
RAM

Data
RAM Flip bits

in data affecting 
tests

Active a bug
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1. Dual Core Lock Step

EXAMPLE #2: AN ATTACK ON THE CPU
COUNTERMEASURE

2. Cyber Escort Unit

Offset by two clock periods to avoid «same effect»
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EXAMPLE #2: AN ATTACK ON THE CPU
COUNTERMEASURE
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EXAMPLE #2: AN ATTACK ON THE CPU

RISC-V

CEU :
- shadow stack

- CCFI

Instr.
RAM

Data
RAM

Dual core
Lock stepped

Attack 5,
Step 1:
Deactivate

Attack 6:
Flip bits
in data affecting 
tests

Attack 5,
Step 2:
Active a bug
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§ Threats: PP 0084

EXAMPLE #2: AN ATTACK ON THE CPU

§ Coverage

Attack #5

Attack #6
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§ [Attack 5] Physical faults are double covered by CEU and 
lock step. Protection against bugs are “only” covered by CEU. 
Hence the attack 5 consists in disabling CEU and then to 
exploit a bug. The only way to disable CEU is to which it off by 
an accurate attack, such as FIB circuit edition or laser attack 
on the DFF that enables/disables it. Such attack requires a 
critical knwoledge of the position of elements to disable the 
CEU protection, but the disablement can be done whenever. 
Then, finding the bug can take some time, but it is eventually 
expected that some bug will be found, and it “suffices” for the 
attacker to identify inputs to activate it.

§ [Attack 6] Faults on data leading to a security breach 
undetected by CEU (i.e., since the control flow will be 
respected) can allow to achieve an adversarial goal. But such 
attack has double complexity in terms of identification and in 
exploitation. The identification requires a deep understanding 
the of the code, most probably resulting in a decompilation 
and a mean to run the code as if it is on the target (a complete 
simulation equivalent, which is basically that used to design 
the code). Hence a leak of critical information. Then, the 
attacker shall devise where, when, and what value to give to 
the faulty variable. In terms of exploitation, the variable will 
spawn in memory only dynamically, hence the local and timely 
and accurate fault shall be triggered. This entails a multiple 
expertise.

EXAMPLE #2: AN ATTACK ON THE CPU



342023 All Rights Reserved I Confidential I Property of Secure-IC

AGENDA

1. EMBEDDED CYBER-SECURITY

2. THREATS 

3. CERTIFICATION SCHEMES

4. PROTECTIONS, AND MAPPING TO THREATS

5. CONCLUSIONS



352023 All Rights Reserved I Confidential I Property of Secure-IC

§ Common Criteria can be applied upfront

§ They allow to quantify a security level, starting from the specifications

§ Such trends are encouraged by 3S PP

§ Benefits: reuse of pre-certified components

§ CC is not just a certification but also a framework/tool to select the depth and 

breadth of security IPs

CONCLUSIONS
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